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Abstract of the contribution: This contribution discusses the split of the key issue #7.1 on subscriber identifier privacy (clause 5.7.3.1).
1 Background
A key issue #7.1 (clause 5.7.3.1 in TR 33.899) on subscriber identifier privacy was brought in SA3#83. The scope of the key issue is widespread and covers multiple requirements covering different aspects. One problem is that the key issue would grow even more when more new issues related to a subscriber identifier are introduced in future. Already now, the key issue #7.2 seems to be covered by the key issue #7.1. Another problem is that solution-clauses would be addressing only some of the requirements than the whole key issue. Therefore, it is recommended that the key issue #7.1 is split into smaller manageable key issues. Once the split is approved, the key issue #7.1 can be removed all together.
The following section provides MS-Word comments to show what the proposed new key issues are, and which parts from the clause 5.7.3.1 are moved to which new key issue. 
2 Splitting the key issue #7.1
5.7.3.1
Key issue #7.1: Subscriber identifier privacy

5.7.3.1.1
Key issue details

In a 3GPP system, many types of subscriber identifiers are used during a communication process. The identifiers may be tied to either a subscription or a device. Some of the identifiers may be permanent or long term (e.g. in case of current LTE system: IMSI, MSISDN, IMEI, and MAC address) while others may be temporary or short term (e.g. in case of current LTE system: GUTI, TMSI, C-RNTI, and IP address). 

Editor’s Note: MAC address usage within this security area is FFS. 

In the past, compromising subscriber identifiers used in the 3GPP systems has been one of the most important attack strategies in compromising the subscriber privacy. Therefore, protecting all identifiers used in a Next Generation system, that are relevant to privacy, is one of the most important key issues towards achieving the subscriber privacy. 
The scope of protection for ensuring subscriber privacy should cover all the subscriber identifiers that are:

-
permanent;

-
temporary;

-
used by the RAN (control plane and user plane);

-
used by the CN (control plane and user plane);

-
tied to the subscription; or

-
tied to the device and closely related to the subscription.

Editor’s Note: It is FFS to determine if protecting identifiers related to application layer or external parties is under the scope.

5.7.3.1.2
Security and privacy threats 

If the subscriber identifiers are not appropriately protected, an inside or outside attack might lead to privacy incidents (and possibly privacy breaches) such as: 

-
unlawful exposure of subscriber’s identity; 

-
unauthorised detection of subscriber’s presence in certain location;  

-
unintentional tracking of subscriber’s movement; or

-
unauthorised knowledge of subscriber’s activity patterns, etc.

Such incidents might ultimately have more serious consequences such as: 

-
damage to the victim’s reputation;

-
compromise of the victim’s safety; 

-
damage to the operator’s reputation, or 

-
financial loss to both the victim and the operator. 

Therefore, potential threats are

-
The subscriber’s identity might be disclosed or made inferable to an unauthorized party.

-
The subscriber’s location might be linked to its identity by an unauthorized party.

-
The subscriber’s communication or activity data might be linked to its identity by an unauthorized party.

-
The subscriber’s identifiers across different services might be correlated by an unauthorized party.

-
The subscriber’s identifiers might be spoofed by an attacker.

5.7.3.1.3
Potential privacy requirements

-
The subscriber identifier protection shall be at least as strong as provided by existing UMTS and LTE system.

-
Temporary subscriber identifiers shall be used instead of permanent subscriber identifiers in communication, whenever feasible.

Editor’s Note: It is FFS to determine if only the temporary subscriber identifiers could be used in all communications.

Editor’s Note: It is FFS to determine if secure or trusted storage of permanent identifiers is within the scope of this clause.

-
From one or more temporary identifiers, it shall not be feasible for an unauthorized party to identify the corresponding permanent identifier.

-
It shall be possible to anonymize permanent subscriber identifiers when appropriate, for example required by regulations, receiving node not needing to identify the subscriber, etc.

-
Temporary subscriber identifiers shall be sufficiently unpredictable, where sufficient unpredictability means at least choosing from uniformly distributed random identifiers while taking into consideration the identifiers currently in use.

-
Temporary subscriber identifiers shall be refreshed regularly, where regular refresh could be triggered by configurable timers or appropriate protocol events.

Editor’s Note: The two immediate requirements above should be reformulated in a less implementation-specific manner.

Editor’s Note: It is FFS to determine if it is feasible to regularly refresh RAN level temporary subscriber identifiers.

-
Core Network traffic, which carries subscriber identifiers, shall be protected from eavesdropping.

Editor’s Note: It is FFS if it is feasible to prevent eavesdrop of permanent subscriber identifiers in the radio interface.

-
Permanent subscriber identifier should not be available to the network entities where the permanent subscriber identifier is not necessary for services and network operations.

�To be removed when the split is approved.


�Moved to key issue “Concealing permanent or long-term subscriber identifier” (S3-160958). Also moved to key issue “Concealing permanent or long-term device identifier” (S3-160959). Also moved to key issue “Using effective temporary or short-term subscriber identifiers” (S3-160960). See those contributions where necessary adjustments are done to fit the context.


�Moved to key issue “Concealing permanent or long-term device identifier” (S3-160959)


�Moved to �key issue “Refreshing of temporary subscriber� identifier” (S3-160957). Also moved to key issue “Concealing permanent or long-term subscriber identifier” (S3-160958). See those contributions where necessary adjustments are done to fit the context.


To be removed because this part is �not needed anymore when the new key issues are agreed. The wider scope as mentioned in this text is actually the motivation for splitting the key issue in dedicated key issues. So after the separate key issues are agreed upon, this text becomes obsoltete.


�Moved to �key issue “Refreshing of temporary subscriber� identifier” (S3-160957)


� Moved to key issue “Concealing permanent or long-term subscriber identifier” (S3-160958)


�Moved to key issue “Concealing permanent or long-term subscriber identifier” (S3-160958)


�Moved to key issue “Using effective temporary or short-term subscriber identifiers” (S3-160960)


�Moved to key issue “Transmitting permanent subscriber identifiers only when needed” (S3-160962)


�Moved to key issue “Using effective temporary or short-term subscriber identifiers” (S3-160960)


�Moved to �key issue “Refreshing of temporary subscriber� identifier” (S3-160957)


�Moved to �key issue “Refreshing of temporary subscriber� identifier” (S3-160957). Also, moved to key issue “Using effective temporary or short-term subscriber identifiers” (S3-160960). See those contributions where the Editor’s Note are addressed.


�Moved to �key issue “Refreshing of temporary subscriber� identifier” (S3-160957)


�Moved to key issue “Transmitting permanent identifiers in secure interface” (S3-160961)


�Moved to key issue “Transmitting permanent subscriber identifiers only when needed” (S3-160962)





